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External Job Posting

JOB TITLE Cybersecurity Analyst
DEPARTMENT Finance

REPORTS LINE ICT Manager
POSTING DATE 015t of October 2024
CLOSING DATE 09™ of October 2024

MAIN PURPOSE

The Cyber Security Analyst (CSA) is responsible for reviewing computer networks and identifying any
potential vulnerabilities, installing the necessary software in order to protect it from unauthorized access, and
documenting detections so that future breaches can be mitigated efficiently. The individual will also be
responsible for the upkeep of the Fund’s ICT infrastructure systems and ICT service management in support
of the Fund’s administrative and operational requirements.

Essential Functions of the Position Include, but Are Not limited to the following:

Monitor network traffic for security incidents and events.

Respond to security incidents within the ENPF network and infrastructure.
Recommend and implement configurations of firewalls that are in line with ENPF’s ICT security policy.
Respond and resolve all audit findings on ICT security.

Develop and promote best practices for information security.

Perform periodic vulnerability assessment and penetration testing.
Implement ENPF's cyber security initiatives

Research on the latest cyber threat landscape.

Network operations and management.

ICT service delivery.

ICT infrastructure inventory

Network access control and management.

EDUCATION AND/OR QUALIFICATIONS

e Bachelor’s Degree In Information Technology/Computer Science
e Certification in the following would be an added advantage:

- Certificate or Certification in Cyber Security

- Certified Information Systems Security Professional (CISSP)
- Certified Ethical Hacker (CEH)

- CompTIA Security+

- Certified Information Security Manager (CISM)

- Certified Information Systems Auditor (CISA).
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EXPERIENCE AND KNOWLEDGE

10 years relevant experience with at least 5 years in Cyber Security.

Knowledge Of Network Architecture and Systems.

Data Scripting.

Intrusion Prevention.

Incident Response and Disaster Recovery Procedures.

Risk Management Frameworks.

Computer Forensics.

Reverse Engineering.

Experience In: Firewall Administration, Azure Environment, and Office 365, Working with VPN And Vlans,
Network Traffic Switching and Routing, and Working With Internet Service Providers ISPS.

PERSONAL ATTRIBUTES

Analytical thinking and problem-solving abilities, Effective communication skills, both written and verbal,
Detail-orientedness and ability to multitask, Creative and innovative abilities, Customer service orientation,
High level of confidentiality, Attention to detail and high level of accuracy, and Capacity to work under
pressure, meet deadlines and working with minimum supervision

Interested applicants should submit their cover letters, comprehensive curriculum vitae, certified copies of
academic certificates to recruitment@enpf.co.sz. Only emailed applications will be accepted. The advert will

also be available at https://enpf.co.sz/vacancies/.

Only shortlisted candidates will be contacted.
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